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Practical SQL for DataFlex: A Rapid Overview




Disclaimer

» SQL opens a can of worms to play with. Thread with care...
» Update and read data outside DD rules
» SQL-injection and other security concerns

» Keep the applications business rules in mind




Connect DD:s to SQL-server

o Connect to Server B " Edit a Connection

: SQL Server
e : S Database Type: MSSQLDRV

Login  Connection Properties  Always Encrypted  Additional Connection Parameters
Connection Id: BestBeers B Enabled

Debug = Database Tools Window Help

SOL Connect/Repair Wizard... Server
Servertype: Database Engine

5QL Conversion Wizard... - Servername RUBEUSHAGRID\SQLEXPRESS
Table Edit Authertication Windows Authertication SOL Server Connect
anle bitor — RUBEUSHAGRID \perb \Select or enter a Server Name: ODBC Driver 17 for SQL Server

RubeusHagrid' SOLEXPRESS02

FrrrnEEry i icati
onrection Secu B Use Windows Authentication
Encryion Mandatory

B Tnust server certficate Enter user name and password to log on to the server:

User Mame:

Cres Optorm << Password: Store Password

50QL Connection Manager X Encryption settings

L = = Connection Encryption: Mo
Connection ini file Ch\DataFlex Projects'xDUC\2025\DemoWorkspace\ Top100Beer202 3\ Data\DF Connld.in
[ ] Trust server certificate

Id Driver Connection String Enabled

; | Additional Connect String options:
MS5S0LDRY | SERVER=RubeusHagrid\5OLEXPRESS02;DATABASE=BestBeers;Encryp... | yes

Mowve Up

Test Connection
Move Down

Select or enter a Database Mame:

BestBeers Create Database...

Disable Cancel




Information in code

./data/DFConnld.ini

[connectionl]
id=BestBeers

driver=MSSQLDRV
connection=SERVER=MyPC\SQLEXPRESS02;DATABASE=BestBeers;Encrypt=No;TrustServerCertificate=no

trusted_connection=yes

./data/beer.int TopBeersFlx.src

DR|VER_NAME MSSQLDRV Object oApplication is a cApplication
set peHelpType to htHtmlHelp
SERVER_NAME DFCONNID=BestBeers
- Object olfonnection is a cConnection
DATABASE_NAME Beer Use LoginEncryption.pkg

Use DatabaseloginDialog.dg

SCHEMA_NAME dbo End_Object

End _Object




Connect other SQL-queries to DB

MainSglConnection.pkg

/f Defines an object of cSQLExecutor clasﬂ

// Can be be used as a singleton cbject in a program

// Use global wvariable ghoSQLExecutor to access the SQLExecutor instance
Use cSQLEwecutor.pkg

ffUse SglExh\cSQLExecuterErrorlogging. pkg

Object oMainSglConnection is a cSQLExecutor //ErrorLogging
Move Self to ghoSQLExecutor

Set psConnectionId to "BestBeers"

Procedure OnSQLError String sSQLState String sSQLMessage
Forward Send OnSQLError sSQLState sS5QLMessage
End_Procedure
End_Object

Old method

Object oSQLHandler is a cSQLHandleManager
// From DFAIIEnt.pkg > cConnection.pkg > sqgl.pkg
Move Self to hoSQLMngr

End_Object

TopBeersFlx.src

Use MainsglConnection.pkg




ldentity column

DataDictionary configuration Table configuration

— . Table: Beer
Columns  Validation Objects  Structures  Problems

Mame Type
T | i I Column 1: id
. name nvarchar

= A .
Columns -1 price nurneric Columnn Properties
- id Mo Put abv numeric E' 41

name Required brand_id int
price Retain country nvarchar
abv Retain Always

brand_id Skip Found

country Zero Suppress

related field

related file
4 Size

length

native length
Protect Value (Key) native size

Lookup/Validation precision
Win Lookup Object 4 ~Misc

Web Lookup Object
Validation Type <none> is identity True

4 Other native Type name int identity

Auto Increment offset 1
efault Value read only RO_NO




Old vs New SQL-commands in DataFlex




Connect other SQL-queries to DB

Using the Record Buffer

Clear RouteStore

Move iStoreld to RouteStore.Storeld

Move iRouteld to RouteStore.Routeld

Find EQ RouteStore by Index.1

If (Found) Begin
Move dtNow to RouteStore.PickupReportSent
SaveRecord RouteStore

End




New vs Old SQL-methods

Using new SQL functions

Include_Text SQL/UpdateRouteStoreExported.sql as C_RSExported
Send SQLPrepare of ghoSQLExecutor C_RSExported

Send SQLSetParameter of ghoSQLExecutor "storeld" iStoreld

Send SQLSetParameter of ghoSQLExecutor "routeld" iRouteld
Send SQLExecute of ghoSQLExecutor

UpdateRouteStoreExported.sql
UPDATE [dbo].[RouteStore]

SET PickupReportSent = CURRENT_TIMESTAMP
WHERE storeld = ${storeld}

AND routeld = S{routeld}

Using old SQL functions

Handle hoSQLMngr hdbc hStmt

Object oSQLHandler is a cSQLHandleManager
Move Self to hoSQLMngr

End_Object

Get SQLFileConnect of hoSQLMngr RouteStore.File_number to hdbc
Get SQLOpen of hdbc to hStmt

Move @"UPDATE [dbo].[RouteStore]
SET PickupReportSent = CURRENT_TIMESTAMP
WHERE storeld =" + iStoreld + "
AND routeld =" + iRouteld to sQuery
Send SQLExecDirect of hStmt sQuery

Send SQLClose of hstmt
Send SQLDisconnect of hdbc

// The following methods in the old that is not working in the new version
SQLFetch and SQLColumnValue




Include SQL-file

Using new SQL functions

Include Text SQL/UpdateRouteStoreExported.sql as C_RSExported
Send SQLPrepare of ghoSQLExecutor C_RSExported

Send SQLSetParameter of ghoSQLExecutor "storeld" iStoreld

Send SQLSetParameter of ghoSQLExecutor "routeld" iRouteld
Send SQLExecute of ghoSQLExecutor

UpdateRouteStoreExported.sql
UPDATE [dbo].[RouteStore]

SET PickupReportSent = CURRENT_TIMESTAMP
WHERE storeld = ${storeld}

AND routeld = S{routeld}

Using old SQL functions

Handle hoSQLMngr hdbc hStmt

Object oSQLHandler is a cSQLHandleManager
Move Self to hoSQLMngr

End_Object

Get SQLFileConnect of hoSQLMngr RouteStore.File_number to hdbc
Get SQLOpen of hdbc to hStmt

Move @"UPDATE [dbo].[RouteStore]
SET PickupReportSent = CURRENT_TIMESTAMP
WHERE storeld =" + iStoreld + "
AND routeld =" + iRouteld to sQuery
Send SQLExecDirect of hStmt sQuery

Send SQLClose of hstmt
Send SQLDisconnect of hdbc

// The following methods in the old that is not working in the new version
SQLFetch and SQLColumnValue




Risk for SQL-injection

Using new SQL functions Using old SQL functions

g:r:‘;dseazsi Get SQLEscapedStr iStoreld to iStoreld // Changes 'to "
Get SQLEscapelikeWildcards iStoreld to iStoreld  // Changes % to \%
Get SQLEscapedStr jRouteld to iRouteld // Changes 'to "
Get SQLEscapelikeWildcards iRouteld to iRouteld [/ Changes % to \%

UpdateRc Move @"UPDATE [dbo].[RouteStore]
UPDATE [dbo] SET PickupReportSent = CURRENT_TIMESTAMP
SET PickupReg WHERE storeld =" + iStoreld + "

WHERE storel .
AND routeld AND routeld =" + iRouteld to sQuery

// This does both SQLEscapedStr and SQLEscapelikeWildcards
Get SQLStrLike (RefTable(RouteStore.storeld)) iStoreld to sFilter

SQLFetch and SQLColumnValue




Less code to maintain

Using new SQL functions Using old SQL functions

Include_Text SQL/UpdateRouteStoreExported.sql as C_RSExported
Send SQLPrepare of ghoSQLExecutor C_RSExported

Send SQLSetParameter of ghoSQLExecutor "storeld" iStoreld

Send SQLSetParameter of ghoSQLExecutor "routeld" iRouteld
Send SQLExecute of ghoSQLExecutor

UpdateRouteStoreExported.sql Move @"UPDATE [dbo].[RouteStore]
SET PickupReportSent = CURRENT_TIMESTAMP

UPDATE [dbo].[RouteStore] .
. _ WHERE storeld =" + iStoreld + "
SET PickupReportSent = CURRENT_TIMESTAMP AND routeld = " + iRouteld to sQuery

WHERE storeld = ${storeld} .
AND routeld = ${routeld} Send SQLExecDirect of hStmt sQuery

// The following methods in the old that is not working in the new version
SQLFetch and SQLColumnValue




Constant nhame need to be unique

Using new SQL functions

Include_Text SQL/UpdateRouteStoreExported.sql as C_RSExported
Send SQLPrepare of ghoSQLExecutor C_RSExported

Send SQLSetParameter of ghoSQLExecutor "storeld" iStoreld

Send SQLSetParameter of ghoSQLExecutor "routeld" iRouteld
Send SQLExecute of ghoSQLExecutor

UpdateRouteStoreExported.sql

UPDATE [dbo].[RouteStore]

SET PickupReportSent = CURRENT_TIMESTAMP
WHERE storeld = S${storeld}

AND routeld = S{routeld}

Include Text UpdateCustomers.sgl as C_SQLUpdateCustomers
Variant wResult

Get SglExecDirect of pllsleln claiiedags C SQLUpdateCustomers to vResult

Move C_RSExported to sQuery
Send SQLPrepare of ghoSQLExecutor sQuery

Using old SQL functions

Handle hoSQLMngr hdbc hStmt

Object oSQLHandler is a cSQLHandleManager
Move Self to hoSQLMngr

End_Object

Get SQLFileConnect of hoSQLMngr RouteStore.File_number to hdbc
Get SQLOpen of hdbc to hStmt

Move @"UPDATE [dbo].[RouteStore]
SET PickupReportSent = CURRENT_TIMESTAMP
WHERE storeld =" + iStoreld + "
AND routeld =" + iRouteld to sQuery
Send SQLExecDirect of hStmt sQuery

Send SQLClose of hstmt
Send SQLDisconnect of hdbc

// The following methods in the old that is not working in the new version

SQLFetch and SQLColumnValue




Large queries

[(SELECT Be

Move 'PENDING DATA' to sPehding
Move "MAIN FILTER' to sMainFilter
Move 'STORE FILTER' to sStoreFilter

Include_Text SQL/Test.sql as C_TestQry

Move (Replaces('_sPending ', C_TestQry, sPending)) to C_TestQry

Move (Replace('__sMainFilter__', C_TestQry, sMainFilter)) to C_TestQry
Move (Replace('__sStoreFilter__ "', C_TestQry, sStoreFilter)) to C_TestQry

y_from AND 00.delivery

me ], [org_
_manusLly_corr

| STRING_AGG(P . conment, ', ') A5

TIF(delivery_w . 15, delivery s L v d FROM [BuSPortal].[dbe]

delivery_

ot T
__sMainFilter_




Fixing my mistakRe

IncludeSqlQueries.pkg™ =

a1
a2
a3
24
as
a6
a7
a8
as
10
11
12
13
14
15
16
17
13
19
20
21
22
23

Include Text
Include Text
Include Text
Include Text
Include Text

Include Text
Include Text

Include Text
Include Text

Include Text
Include Text

Include Text

Include_Text
Include_Text

Include_Text
Include_Text

Include_Text

SQLA\InsertBeerCategory.sgql as C_InserBeerCategory
SQLVInsertBeer.sql as C_InsertBeer
SQL\InsertBrand.sgql as C_InsertBrand
SQLA\InsertCategory.sgql as C_InsertCategory
SQL\SelectBeerByCountry.sgl as C_SelectBeerByCountry

SQL\SelectBeerQuery.sgl asfC_SelectBeerQuery
SQL\SelectBeerQuery.sgl asfC_SelectBeerQueryD

SQL\SelectBeer.sql as C_SelectBeer
SQL\SelectBrand.sql as C_SelectBrand

SQL\SelectCategoryByBeer.sql asl|C_SelectCategoryByBeer
sQL\SelectCategoryByBeer.sql asfC SelectCategoryByBeer(

sQL\SelectCategory.sql as C_SelectCategory

sQLA\StarSelectCategory.sql asfC_StarSelectCategory
sQLA\StarSelectCategory.sql asfC_StarSelectCategoryQ

SQLAStarSelectCountry.sgql as
sQLAStarSelectCountry.sgl as

_StarSelectCountry
_StarSelectCountryQ

SQLATruncateAll.sql as C_TruncateAll




Better structure

IncludeSqiQueries.pkg™ =

a1
a2
a3
a4
as
a6
a7
a3
a9
10
11
12
13

Include_Text
Include_Text
Include_Text
Include_Text
Include Text
Include_Text
Include_Text
Include_Text
Include_Text
Include_Text
Include_Text
Include Text
Include_Text

SQLA\InsertBeerCategory.sgl as C_InserBeerCategory
SQL\InsertBeer.sgl as C_InsertBeer
SQL\InsertBrand.sql as C_InsertBrand
SQL\InsertCategory.sgl as C_InsertCategory
SQL\SelectBeerByCountry.sgql as C_SelectBeerByCountry
SQL\SelectBeerQuery.sql as C_SelectBeerQuery
SQL\SelectBeer.sgl as C_SelectBeer
SQL\SelectBrand.sql as C_SelectBrand
SQL\SelectCategoryByBeer.sql as C_SelectCategoryByBeer
SQL\SelectCategory.sql as C_SelectCategory
SQL\StarSelectCategory.sql as C_StarSelectCategory
SQLA\StarSelectCountry.sgl as C_StarSelectCountry
SQL\TruncateAll.sql as C_TruncateAll

TopBeersFhosrc X

Use SQL\IncludeSqlQueries.pkg
Use MainSglConnection.pkg

Top100Beer2025 >

Mamn

. IncludeSqlCueries.pkg

InsertBeer.sgl

InsertBeerCategory.sql

| InsertBrand.sq

| InsertCategory.sql

| SelectBeer.sgl

| SelectBeerByCountry.sql
| SelectBeerQuery.sql

| SelectBrand.zql

| SelectCategory.sql

| SelectCategoryByBeer.sql
| StarSelectCategory.sq

| StarSelectCountry.sql

| Test.sql

| Truncatehll.sql

QL

Senast dndrad

2025-04-04 08:39

2025-03-05 1416
03-27 08:32
03-27 08:32
03-05 14:01
03-07 00:30
03-27 08:32
03-27 08:32
03-27 08:32
03-0314:13
03-06 22:01
03-27 08:32
03-06 22:48
04-0310:07

2025-03-06 16:12

Typ

PERG-fil

S0L Source File
SOL Source File
SOL Source File
S0L Source File
S0L Source File
S0L Source File
S0L Source File
S0L Source File
S0OL Source File
S0OL Source File
S0OL Source File
S0L Source File
S0L Source File

S0L Source File

Storlek




WARNING!!!

Move 'PENDING DATA' to WRghding
Move 'MAIN FILTER' to sMainMalter
Move 'STORE FILTER' to sStoreFilNeg

Include_Text SQL/Test.sql as C_La#CQry

Move (Replaces(' sPending g C TestQry, sPegding)) to C_TestQry

Move (Replace('_sMainEgdTer ', C_TestQry, sMaImgilter)) to C_TestQry
Move (Replace(' sS@#reFilter ', C_TestQry, sStoreP&ter)) to C_TestQry

Move C_RSExported to sQuery
Move (Replace('__sStoreFilter__', sQuery, sStoreFilter)) to sQuery
Send SQLPrepare of ghoSQLExecutor sQuery




Using the query builder

SelectBeerkiltered. wo Hex Ironlashboard.wo |Design)] =
Workspace Dashboard TopBeersFlx.src

F.9

starselectCategory.sql InsertCategory.sql InsertbBrand.sql

Connection Id: BestBeers - 18 Prepare ‘4 Execute a4 Result set 1 of 1

Insertbeer.sql

Parameter Mame

Parameter Value

Generated SQL structure

@1 ftruct tbeer

02 { Name="name" }

03 String sname

84 { Name="brand_id"™ }
85 Integer ibrand_id
06 { Name="brand" }

07 String sbrand

88 End Struct

H Save As ﬁj Copy to clipboard B Use type prefix
e

« o1
1e2
03

@5
06
o7
08
09
16
11
12
13
14

SELECT beer.name, beer.brand _id, brand.name AS brand
FROM beer

LEFT JOIN brand

ON beer.brand_id = brand.id

WHERE brand.name LIKE '¥beer#%’

WHERE

1d

test

ABCD

brand

beer

brand_id

Ia—Moon—Belgian—White—Wheat—...

'a—Moon—Light—Sky—Wheat—Beer

I'-Moon-Mango-Wheat-Beer

22
23 Object oBeer DD is a cBeerDataDictionary
24 Set Constrain File to Brand.File Number /

Coors-Light-Lager-Beer

Coors-Banquet-Lager-Beer

Lagunitas-|PA

| anunitas-1 ittle-Sumnin'-Sumnin'- .




Get data into result with ARRAY

String[] aResult

Include_Text SQL/SelectBeer.sql as C_RSExported
Send SQLPrepare of ghoSQLExecutor C_RSExported
Get SQLExecute of ghoSQLExecutor to aResult

Move O to iRow
While (iRow < SizeOfArray(aResult))
Move aResult[iRow].[0] to aSuggestions[iRow].sRowld

Move aResult[iRow].[1] to aSuggestions[iRow].aValues[0]
Increment iRow
Loop




Get data into result with STRUCT

tBeer[] aResult Struct tBeer

{ Name="id" }
Include_Text SQL/SelectBeer.sql as C_RSExported Integer iid

Send SQLPrepare of ghoSQLExecutor C_RSExported { Name="beer" }
Get SQLExecute of ghoSQLExecutor to aResult String sbeer

End_Struct

Move O to iRow
While (iRow < SizeOfArray(aResult))
Move aResult[iRow].iid to aSuggestions[iRow].sRowld

Move aResult[iRow].sbeer to aSuggestions[iRow].aValues[0]
Increment iRow
Loop




Basic queries

[table]
([column1], [column2])
(valuela, value2a), (valuelb, value2b), (valuelc, value2c)...

[table] [table]
[column1]=valuel, column3=value3
[column2]=value2

column3=value3

[column1], [column?2]
[table]
column3=value3




Samples of queries

SQL/InsertBrand.sql SQL/TruncateAll.sql

IF NOT EXISTS (SELECT 1 FROM [Brand] WHERE [name] = ${name}) TRUNCATE TABLE Beer;
BEGIN TRUNCATE TABLE Brand;

INSERT INTO [Brand] ([name]) VALUES (${name}); TRUNCATE TABLE Beer_Category;
END; TRUNCATE TABLE Category;

SQL/InsertBeerCategory.sql SQL/SelectBrand.sql

IF NOT EXISTS (SELECT 1 SELECT [id]

FROM [beer_gategﬂry] _ FROM [Brand]
WHERE [beer id] = ${beer id} WHERE [name] = ${name}
AND [category id]=%{category id}
)
BEGIN

INSERT INTO [beer category] ([beer id], [category id])
VALUES (${beer id}, ${category id});
END;




Sorting and filters

SELECT [id], [name],
CASE Category ALH Country

WHEN [name] LIKE ${name} THEN 2
WHEN [name] LIKE CONCAT(${name}, '%') THEN 1 m
ELSE ©
END AS score
FROM [Category]
WHERE [name] LIKE CONCAT('%', ${name}, '%") Category be

OR ${name} = "'
ORDER BY score DESC, [name]

Amber / Red Ale
Amber / Vienna Lager

Seasonal Beer

([Beer].[price]<5, 'CHEAP', 'PRICY') AS cost

([Beer].[price]<5, 'CHEAP',
([Beer].[price]<5, 'FAIR’,
'PRICY")) AS cost




Aggregate queries

SELECT| DISTINCT) [Beer].[id]

,[Brand].[name] AS brand
,[Beer].[name] AS beer
s[Beer].[price]
s Beer].[abv]
,[Beer].[brand id]
scat.category AS category
,| Beer|.| country
b([price]/[abv]) AS ppa
FROM [Beer]
|LEFT JOIN [Brand] |
ON [Brand].[1id]=[Beer].[brand id]
LEFT JOIN [SELECT beer category.beer id,
STRING AGG(name, ', ') AS category
FROM category
LEFT JOIN beer category
ON [category].[id]=[beer category].[category id]
GROUP BY beer category.beer id) cat
ON_[beer].[id]-[cat].|beer id] ORDER BY brand

LEFT JOIN beer category ORDER BY [Brand].[i1d]
ON [beer].[id]=[beer category].[beer id ORDER BY ppa

A




Constraints SQL-injection riskR

Avoid writing you own SQL-queries in filters.
Always use the SQLEscapedStr and SQLEscapeLikeWildcards if you need to write some custom query

that introduces SQL-injection possibilities.

Get SQLStrLike (RefTable(beer.name)) sf.sText to sFilter // Does all below for you

// Get SQLEscapedStr sf.sText to sf.sText // Changes 'to "

// Get SQLEscapeLikeWildcards sf.sText to sf.sText // Changes % to \%

// Move (" [name] LIKE '%" + sf.sText + "%' ") to sFilter // Only running this opens for SQL-injection

"name" LIKE N'%Ams%'
"name" LIKE N'%Ams%' OR "price" <5 OR "name" LIKE N'%Ams%’

You could try just typing ' in the form to see if it fails in order to get an indication if it can be hacked.
__and % area also special characters where _ represents any character. B_|l will return values for both
Ball and Bell and % is wildcard in the beginning or ending of the string.




EXISTS instead of JOIN in Constraints

beer.name, beer.brand_id, brand.name AS brand
beer
brand
beer.brand id = brand.id

brand.name '"%beer%'

beer.name, beer.brand_id
beer

( name
brand
name '‘%beer%'
id = beer.brand_id)




Sorting data in Constraint

Set peDbGridType to gtAllData // |s needed to allow DF to sort in the view and not based on indexes

Then we sort by using WebSet piSortColumn of oList to COLUMN _IDX
If (sf.sSorting = 'az_brand') WebSet piSortColumn of oList to O

If (sf.sSorting = 'az_beer') WebSet piSortColumn of oList to 1

If (sf.sSorting = 'az_price') WebSet piSortColumn of oList to 2

If (sf.sSorting = 'az_abv') WebSet piSortColumn of oList to 3

If (sf.sSorting = 'ppa') WebSet piSortColumn of oList to 6

Compare with ORDER BY used in regular SQL-query

If (sf.sSorting = 'az_brand') Move (sFilter + ' ORDER BY brand ') to sFilter
If (sf.sSorting = 'az_beer') Move (sFilter + ' ORDER BY beer ') to sFilter

If (sf.sSorting = 'az_price') Move (sFilter + ' ORDER BY price ') to sFilter
If (sf.sSorting = 'az_abv') Move (sFilter + ' ORDER BY abv ') to sFilter

If (sf.sSorting = 'ppa’') Move (sFilter + ' ORDER BY ppa ') to sFilter




Methods in SQL

SELECT [country] AS [category],
COUNT(*) AS [number]

FROM [Beer]

GROUP BY [country]

ORDER BY [number] Aggregators used with GROUP BY

MAX, MIN, AVG, ABS, COUNT, STRING_AGG (GROUP_CONCAT in MySQL)

Functions
CONCAT, LEFT, RIGHT, SUBSTRING, GETDATE, LEN

Manipulation
CAST, CONVERT, FORMAT, REPLACE, UNICODE, UPPER, LOWER, ROUND, FLOOR

Comparing
DATEDIFF, DIFFERENCE, SOUNDEX, IIF, CASE/WHEN/THEN/END

Structure
(INNER, LEFT, RIGHT, OUTER) JOIN ON, EXISTS, UNION




Resources

Resources
https://learn.microsoft.com/en-us/sql/sql-server/educational-sql-resources

https://dev.mysql.com/doc/refman/9.0/en/

Al is also really good at creating queries and suggesting solutions



https://learn.microsoft.com/en-us/sql/sql-server/educational-sql-resources
https://dev.mysql.com/doc/refman/9.0/en/

_canduc|zs

ThanR youl!
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